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One identity streamlines access to everything
your employees need to be more productive.

Enterprise ldentity by BlackBerry manages the
increasingly complex network of identity and
access relationships across cloud-based apps.

A NEW APPROACH
FOR CLOUD APP

ACCESS AND

MANAGEMENT.
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Single point
of control for IT

Enjoy a single point of control and
management over your organization’s
cloud-based apps.

Securely leverage your existing directory
services using the optional BlackBerry®
Identity Proxy without copying or syncing
data to the cloud.

Leverage auditing and reporting capabilities

to enable compliance in regulated industries.

Enterprise Identity by BlackBerry® makes it
easy for employees to experience the benefits
of cloud-based applications from any device

using a single set of credentials. For IT, it
simplifies the management of cloud-based

One identity. Single sign-on.
Lots of happy, productive
employees

Employees can easily access everything they
need to be more productive, with no need to
recall multiple user names and passwords.

One identity provides single sign-on access
to popular cloud apps and services.

|dentity federation drastically reduces
the workload of managing identities
across disparate internal and external
identity systems and directory services.

applications with a single point of entitlement,
control and audit for all cloud apps.

Trust the proven, global
infrastructure millions rely on

Enterprise Identity by BlackBerry is
powered by the BlackBerry® secure global
infrastructure and built on top of a proven
global identity and access management
platform that securely manages over 100
million identities and hundreds of millions
of identity transactions each day.
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Easy to integrate. Easy to Deploy.

Key features Enterprise Identity by BlackBerry is a fully managed solution that is quick to deploy.
Unlike other solutions that often require significant investment for integration,
Enterprise Identity by BlackBerry is a standards-based! solution that enables cost-
effective entitlement and access for all types of users. It allows you to support a broader
Policies and auditing to control range of SaaS and internal apps with pre-federated elements that greatly simplify

use of identities integration, configuration and testing, to save you time deploying cloud apps.

Federation and SSO for cloud applications

Directory integration with existing .
corporate IDs Always evolving

As business use of SaaS applications continues to grow, Enterprise Identity by BlackBerry
will continue to evolve, offering tight integration with BES12 to provide user-centric,

device-aware control of cloud applications for highly-mobile, multi-device users.
Employee, partner and customer control O O

Compliance audit logs, reporting @ | ;| . i

ANY USER ANY DEVICE

(Employees, Partners, Contractors, Customers)

Configurable user authentication
per service

No copy of user Personally Identifiable
Information (PII) to the cloud

99.9% system availability

Strong cross-platform mobile support for
developers and 3rd party integrators

YOUR NETWORK

Specifications

Browsers:
Admin/client: Internet Explorer 10 and 11, é}\)
Chrome, FireFox, Safari
i i i ENTERPRISE STANDARDS-BASED
Other client: Native browsers on IS, SAAS APPLICATIONS INTERNAL CLOUD APPS
Android and BlackBerry platforms
On-Premises Identity Proxy (optional): I-_—I d | |
Ubuntu 64-bit Linux 12.04 or 14.04 LTS File sharing Productivity
1GB memory
20GB disk space 0 O@/\
_—_— ('] (']
Human resources Communications

and collaboration

For more information, visit blackberry.com/enterpriseidentity

Security Assertion Markup Language (SAML)
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